NHOOPMALIMOHHASA ITAMSATKA
JIJISA OBYUYAIOIIUXCA IO THOPOPMAIIMOHHOM BE3ONACHOCTH
(st pa3merienns Ha O(QUITMATIBHBIX HHTEPHET-PECypcax 00pa3oBaTeIbHON OpraHU3aIINH)

C KaX1bIM I'0JIOM MOJIOZCKH B UHTEPHETE CTAHOBUTHCS OOJIbIIIE, a INKOJIBHUKNA — OJJHH U3 CaMbIX aKTHBHBIX
nosib3oBarened Pynera. Mexay TeM, IOMUMO OTPOMHOTIO KOJIMYECTBA BO3MOKHOCTEH, HHTEPHET HECET U
mpoOsieMbl. JTa maMsTKa JOJIKHA ITOMOYb TeOe Oe30MacHO HaXOIUTHCS B CETH.

KOMIILIOTeprIe BHUPYCHI

KommnbroTepHslit BUPYyC — 3TO pa3HOBHIHOCTH KOMITBIOTEPHBIX MPOTPaMM, OTIMYUTEIBHON 0COOEHHOCTHIO
KOTOPOH SIBJISIETCSI CIIOCOOHOCTH K Pa3MHOXKEHHUIO. B [1omosHeHe K 3ToMy, BUPYCBl MOTYT MIOBPEIUTH WIIH
MOJTHOCTBIO YHUUTOXKUTH BCE (DAiIbl U JaHHBIE, IOAKOHTPOJIBHBIE TIOJIB30BATENIO, OT UMEHU KOTOPOTO ObLIa
3amyIleHa 3apaKEHHasl IPOrPaMMa, a TAaK)Ke IMOBPEAUTH WIH AK€ YHUUTOXKUTH ONIEPALIMOHHYIO CUCTEMY CO
BceMH (Qaiiamu B 11esIoM. B G0NbIIMHCTBE CllyyaeB pacpOCTPAHSIOTCS BUPYCHI Uepe3 HHTEPHET.

Mertoab! 3alUATHI OT BPEJOHOCHBIX IIPOTPAMM:

1. Mcnonp3yii cOBpeMEHHBIE ONEPALIMOHHBIE CUCTEMBI, UMEIOLINE CEPLE3HBIN YPOBEHD 3alIUTHI OT
BPEOHOCHBIX IIPOIPaMM,;

2. [TocrosiHHO ycTaHaBiuBai natyu (1QpoOBkIC 3aIIaTKH, KOTOPbIE aBTOMATUYECKH YCTaHABIMBAIOTCS C
EeJBI0 TIOpaOOTKHU MPOrpaMMBbI) U JPyTHe OOHOBJICHHS CBOCH OMepalMoHHON cucteMbl. CKaunBai UX TOJIBKO C
ounmaneHoro caiita pazpadorunka OC. Ecnu cymiecTByeT peskuM aBTOMaTHIeCKOro OOHOBIICHUS, BKIIIOYH
ero;

3. PaboTaii Ha cBoeM KOMIIBIOTEpE MO/ ITPaBaMH MOJIb30BATENS, @ HE aIMUHUCTPATOpa. DTO HE O3BOJIUT
OOJIBIIMHCTBY BPEAOHOCHBIX IMPOrPAaMM MHCTAJUTMPOBATHCS HA TBOEM IEPCOHATBHOM KOMIBIOTEPE;

4. Vlcionb3yi aHTUBUPYCHBIE TPOrPAMMHBIE TPOTYKTHI U3BECTHBIX IPOU3BOAUTENEH, C aBTOMAaTHUYECKUM
0OHOBJICHMEM 0a3;

5. Orpannyb pU3HMUECKUI JOCTYI K KOMIIBIOTEPY VI MOCTOPOHHUX JIHII;

6. Mcnonp3yii BHENTHIE HOCUTENN MH(OpMAINH, Takue Kak (pdiika, TMCK win ¢Gail U3 HHTEpHEeTa, TOIBKO U3
MIPOBEPEHHBIX HCTOUYHUKOB;

7. He oTKpbIBail KOMIIBIOTEpHBIE (aiiiibl, OTy4YEeHHBIEC U3 HEHACKHBIX UCTOYHUKOB. J{axe Te (paiiiabl, KoTopbie
MIpUCIIa TBOW 3HAKOMBIH. JlydIlle yTouHU y Hero, OTHPAaBIIsUI JIM OH TeOe UX.

Ceru Wi-Fi

Wi-Fi — 370 He Buj nepeauu TaHHbIX, HE TEXHOJIOTHS, a BCero Juiib Openn, Mmapka. Eme B 1991 romy
HUJIEpIIaHICKast KoMmanus 3apeructpuposana openn «\WECA», uro o6o3naudano cioBocoueranue «\Wireless
Fidelity», xoTopslii nepeBoUTCS KaK «OECpOBOIHAS TOYHOCTHY.

Jlo Haiero BpeMeHH Jomuia apyras abopeBuatypa, KoTopas sSBJISIeTCS TaKOU K€ TeXHOJIOTHen. ITo
ab0pesuatypa «Wi-Fi». Takoe Ha3BaHHEe OBUIO TaHO C HAMEKOM Ha CTaHAaPT BhICIICH 3ByKOBOM TeXHUKH Wi-
Fi, 4uTo B mepeBoic 03HAYACT «BBICOKASI TOUHOCTHY.

Jla, 6ecrutaTHI MHTEPHET-IOCTYM B Kade, OTENAX U adporopTax ABISIETCS OTIMYHON BOZMOKHOCTBIO BBIXOJ1A
B UHTepHEeT. Ho MHOTHE 3KCTIepThl cCUUTaloT, 4To obmenoctynHbie Wi-Fi cetn He sSBistoTcst 6e30MmacHbIMU.

CogeTtbl 110 Oe30macHOCTH paboThl B 00menocTynHbix cetsix Wi-Fi:



1. He nepenasaii cBoro nuuHyto nHpopmaiuio uepe3 oomenoctynabie Wi-Fi cetn. PaboTast B HEX, kKeIaTelbHO
HE BBOJUTH MAPOJIN JOCTYIIA, JIOTUHBI U KAKUE-TO HOMEPA;

2. Mcionb3yii 1 0OHOBIISIH aHTUBUPYCHBIE POrpaMMBbI M Opanamaysp. Tem caMbIM Thl 00e30macuib ceds ot
3aKayKy BUPYyCa HA TBOE YCTPOMCTBO;

3. I1pu ucnonszoBanuu Wi-Fi otkimoun ¢pyskuuro «O0muit qoctyn K ¢daitnam u npuaTepam». JlanHas
(GYHKIHS 3aKphITa IO YMOJIYAHUIO, OJJHAKO HEKOTOPBIE MOJIH30BATEIN aKTUBUPYIOT €e s y1o0cTBa
HCTIOJIb30BaHUs B paboTe UK yueoe;

4. He ucnionb3yii myomuunbiii Wi-Fi 11t nepeiau TMYHBIX JaHHBIX, HAIPUMED JUTS BBIXO/Ia B COIIHAIBHBIC
CETHU WIH B IEKTPOHHYIO I10UTY;

5. Ucnonb3yii Tonbko 3amuiiennoe coequaenue yepe3 HTTPS, a ue HTTP, 1.e. npu Habope Be6-aapeca BBOIAH
umenHo «https://»;

6. B MoOmiisHOM Tenedone oTkimoun ¢pyHnkuuio «[lonkmrouenne k Wi-Fi aBromaruueckm». He nomyckait
ABTOMATHYECKOTO TOJKIIOUeHHs ycTpoiicTa K cetsim Wi-Fi 6e3 TBoero cornacusi.

CO]_II/IaJIbeIe CeTHn

COI_II/IaJ'H:HbIC CCTU aKTUBHO BXOIAT B HAIly KU3Hb, MHOTHC JIFOAU pa60Ta}0T U )KUBYT TaM IMOCTOSAHHO. HO,
OOJILIIIMHCTBO IOJIL30BATENEH HE IIOHUMAIOT, 4TO I/IH(I)OpMaL[I/ISI, pasMCIICHHAsA UMU B COLIMAJTIBHBIX CCTAX,
MOJKET OBITh Hap”meHa " UCIIOJIb30BaHA KEM YIrOAHO, B TOM YHCJIC He00s13aTENIBHO C OIaruMu HaMCPCHUSIMU.

OCHOBHBIE COBETHI IO OE30MTACHOCTH B COLMAIBHBIX CETSX:
1. Orpannyp criucok Apy3ei. Y 1edst B Apy3bsaX HE TOIHKHO OBITH CIIy4aifHBIX U HE3HAKOMBIX JIFOJICH;

2. 3anuiail cBoro YacTHYIO >kM3Hb. He yka3piBaii mapomu, TenedoHsl, aapeca, JaTy TBOETO POXKACHUS U
APYTYIO TUUHYI0 HHGOPMAIHIO. 3II0YMBIIICHHUKA MOTYT UCIIOJIb30BaTh J1aXe HHPOPMALIMIO O TOM, KaK Thl U
TBOU POAMTEIIN IIJIAHUPYETE IIPOBECTH KAHUKYJIBI,

3. 3ammiaii CBOIO pemyTaluio — JEep>KU €€ B YHCTOTE U 3a]1aBail cede BOmpoc: XoTen Obl Thl, YTOOBI IpyTue
MIOJIb30BATENN BUJICNH, YTO THI 3arpyxaeiis? [logymaii, mpexae ueM u4To-TO OIyOIMKOBaTh, HATUCATh U
3arpy3uTh;

4. Eciu TbI TOBOPHIIIB C JIIOJIbMH, KOTOPBIX HE 3HACIIb, HE HCIIOJIB3Yil CBOE pealbHOE UMl U APYTYIO JINYHYIO
MH(POPMALIHIO: UMSI, MECTO )KUTEJIbCTBA, MECTO yueObl U Ipouee;

5. N36eraii pazmerienus gororpaduii B UnTepHeTe, rae Thl H300pakeH Ha MECTHOCTH, 110 KOTOPOH MOXKHO
OTIPEJICIUTh TBOE MECTOIIOJIOKEHHE;

6. [1pu perucrpanuu B COIMATBHON CETH HEOOXOIMMO HCIIOJIb30BaTh CJIOXKHBIE MAPOJIH, COCTOSIINE U3 OYKB U
udp U C KOJIMYECTBOM 3HAKOB HE MeHee 8;

7. 1715 conManbHOM CeTH, MOYTHI ¥ IPYTUX CAaTOB HEOOXOMMO HCIIONIB30BaTh pa3HbIe Mapoiu. Toraa ecau
Te0s B3JIOMAOT, TO 3JIOYMBIIIIEHHUKHU MOJIyYaT JOCTYII TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpa3y.

BJIeKTpOHHLIe JACHbI'H

DJNEeKTPOHHBIE JICHBI'M — 3TO OYEHb yJIOOHBIN CIIOCO0 IUIaTeXel, OJTHAKO CYIIECTBYIOT MOIIEHHUKH, KOTOpPbIE
XOTST MOJYYUTh 3TU JACHBIH.

3JICKTpOHHBIe ACHBI'U MMOABHUIIMCH COBCEM HCAABHO U KMCHHO H3-3a 3TOT'O BO MHOT'UX IroCyJapCTBax A0 CHUX IIOP
HC IIPOIMUCAHO IMPO HUX B 3aKOHAX.



B Poccun sxe oHM (PyHKIMOHUPYIOT ¥ O HUX YK€ MPOMUCAHO B 3aKOHE, T/Ie UX Pa3ACIsAioT Ha HECKOJIBKO BUIOB
— aHOHUMHbBIC U HE aHOHUMHBIE. PazHuIIa B TOM, YTO aHOHUMHBIE — 3TO T€, B KOTOPBIX pa3periaercs
MIPOBOANTH Omepanuu 0e3 NACHTU(DUKAIINH TTOJIb30BaTeNs, a B HE aHOHUMHBIX UACHTU(DUKAIIHS ITOTh30BATEINs
SIBIIIETCS 00513aTEIHLHOM.

Takoxe ciemyer pa3nuyarh EKTPOHHBIE (pUaTHBIC IEHBTU (PaBHBI TOCYIAPCTBEHHBIM BAIIOTaM) U
ANIEKTPOHHBIC He(hUaTHBIC ICHBIH (HE PaBHBI TOCYIAPCTBEHHBIM BAJIFOTAM).

OcHOBHBIE COBETHI IO Oe30MacHON paboTe ¢ ANEKTPOHHBIMU ICHBIAMH

1. IpuBsku K cueTy MOOMIIBbHBIH TenedoH. ITo caMblil y0OHBIH U OBICTPBIN CIIOCOO BOCCTAHOBHUTD IOCTYT K
cuety. IIpuBs3anHbIif TeneOH TOMOKET, €CiIM 3a0yAeIb CBOM IJIATEXKHBIN Mapoib WIK 3aiiIeIIb Ha CAlT C
HE3HAKOMOT'O YCTPOMCTBA,;

2. Ucnonb3y#i omHOpa3oBkie mapoiu. [locie mepexona Ha YCHIICHHYIO aBTOPU3AIIMIO TeOe yxKe He OyaeT
YIPOKaTh OMACHOCTh KPAXKU WIIM MEPEXBATA [IATEKHOTO MapoJIs;

3. BeiOepu cnoxxuslii maposib. [IpectynHukaM OyAeT HEMPOCTO yrajaTh CIOKHBIN Mapoib. HagexHble maponu
— 3TO MapOJH, KOTOPHIE COJIepKAT He MeHee 8 3HAKOB M BKIIIOYAIOT B ce0sl CTPOYHBIE U ITPOMUCHBIE OYKBBI,
(Pl 1 HECKOJIBKO CUMBOJIOB, TaKUE KaK 3HAK JIoju1apa, (yHTa, BOCKIMIIATENbHBIN 3HaK U T.1. Hanpuwmep,

«$tRONg!»;

4. He BBOM CBOM JINYHBIE IaHHBIE HA cailTaX, KOTOPBHIM HE JOBEPSICIIIb.

BHeKTpOHHaH mo4drta

DNEeKTpOHHAs OYTa — 3TO TEXHOJIOTUS U MPEAOCTABIISIEMbIE €10 YCIYTH M0 MEPECHUIKE U MOJIyYEHUIO
AJIEKTPOHHBIX COOOILEHHH, KOTOPbIE PACIIPEIEIIIOTCS B KOMITBIOTEPHOH ceTH. OOBIYHO 3IEKTPOHHBIN
MOYTOBBIH SIIMK BHITJISUT CICTYIONIMM 00pa3oM: «UMsI_Tob3oBarens@ums_jgomeHa». Takxke Kpome
nepeiayr MpOCTOro TEKCTa, MMEETCSl BOSMOXKHOCTh NIEpeAaBaTh (hailibl.

OcHOBHBIE COBETHI IO OE30MaCHOI paboTe ¢ NEKTPOHHOI MOYTO:

1. Hano BbIOpaTh MpaBUIIbHBIH TOYTOBBIH cepBHC. B HHTEpHETE €CTh OrPOMHBII BEIOOp OECIUIaTHBIX MOYTOBBIX
CEPBUCOB, OJHAKO JIy4llle JOBEPATH TEM, KOT'0 3HACUIb U KTO IIEPBBIA B PEUTUHTE;

2. He yka3bIBail B IMYHO# mouTe JIMYHYI0 HHpopMaruio. Hapumep, ydrine BeIOpaTh
«My3bIKaNIbHBINA_(paHaT@>» win «pok2013» BmMecTo «téMal3»;

3. Mcnionb3yii ABYX3TaHYI0 aBTOPU3ALNI0. DTO KOT/1a TOMUMO MapoJis HY’KHO BBOJUTH KOJ, IPUCHUTAEMBIi 110
SMS;

4. BeiOepu c0XKHBINM Tapoih. s KayK0To MOYTOBOTO SIIIHUKA JOJKEH OBITh CBOU HANEKHBIN, YCTOMIUBBIA K
B3JIOMY 1apOJib;

5. Ecnu ecTh BO3MOKHOCTB HaIllMcaTh CAMOMY CBOM JIMUHBINA BOIIPOC, UCIIONIBb3YH 3Ty BO3MOXKHOCTB,

6. Mcronb3yii HECKOIBKO MOYTOBBIX SIUKOB. [1epBbIil 11 YacTHOW MEPENHCKH ¢ aJipecaTaMy, KOTOPBIM ThI
JOBepsiellb. DTO 3JIEKTPOHHBIN aJpec He HAJI0 MCIOIb30BATh MPU PETUCTPALUH Ha GOpyMax U caiTax;

7. He oTkpbIBaii (paidiabl v Apyrue BIOKEHUS B MUCbMaX, TaXKe €CIIM OHH MPHIIUIA OT TBOUX Apy3eil. Jlydie
YTOYHHU y HUX, OTIPABJISUIN JIU OHU TeOe 3T (paidisr,

8. [Tocne okoHYaHMs PabOTHI HA IOYTOBOM CEpPBHUCE MEPE] 3aKPhITHEM BKJIAJIKU C CAUTOM He 3a0y/1b HAXKaTh Ha

«Bpritn».



KuOepOysiMHI UM BUPTYyaJibHOE M3/1€BATEJIbCTBO

KubepOynnuHr — npecneoBaHie COOOEHUSAMH, COJIEpKAIIUMU OCKOPOJICHHS], arpeCcCuio, 3aIlyTMBaHuUE,
XYJIMTaHCTBO; COIMATIbHOE OOMKOTUPOBAHHE C TIOMOIIBIO PA3THYHBIX HHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI IO OOpHOE C KHOEPOYITUHT OM:

1. He 6pocaiics B 60ii. Jlyumiuii crioco6: mocoBeTOBaThCS Kak ceOsl BECTH U, €CIIA HET TOTO, K KOMY MO>KHO
00paTUThCA, TO HYKHO BHayase yCIOKOUThCs. Eciu Thl HaYHeb OTBeYaTh OCKOPOICHUSAMHU Ha OCKOPOJIeHuS,
TO TOJIBKO €111 OOJIbIIE Pa30kKKeIIb KOH(IIHUKT;

2. Yrpagisii cBoel KubeppemnyTaimei;
3. AHOHUMHOCTb B ceTH MHUMasA. CyIIEeCTBYIOT CIIOCOOBI BBISICHUTh, KTO CTOUT 32 aHOHUMHBIM aKKayHTOM,;

4. He ctout BecTH XyJlIHMraHCKuii 00pa3 BUPTyalbHOU U3HU. IHTEpHET (PUKCUpYyET BCe TBOM ICHCTBUS U
COXpaHseT ux. Y IalnuTh UX OyAeT KpaiiHe 3aTpyTHUTEIBHO,

5. Coburoait CBOXO BUPTYAIbHYIO Y€CTh CMOJIONY;

6. Urnopupyit enuHu4HbIN HeratuB. O1HOPa30BbIE OCKOPOUTEIBHBIE COOOIICHHS JTyYIle UTHOPUPOBATD.
OObIuHO arpeccus MpeKpallaeTcst Ha Ha4yaJIbHOW CTaJIHH;

7. ban arpeccopy. B nmporpamMmMax oOMeHa MTHOBEHHBIMH COOOILEHUSIMH, B COITUANIBHBIX CETSIX €CTh
BO3MOKHOCTBH OJIOKMPOBKH OTIIPABKU COOOILIEHHH C ONPeeNICHHBIX apecoB;

8. Ecnut ThI cBUzETENb KMOSPOYITUHTA, TO TBOH JICHCTBUSA: BBICTYNIUTh MPOTUB MPECIIE0BATENs, IOKA3aTh EMY,
YTO €ro ACUCTBUS OLICHUBAIOTCS HETATUBHO, IIOAEPKATH KEPTBY, KOTOPOH HYKHA IICUXOJIOTMYECKasi TIOMOLLb,
COOOMINTB B3pOCIBIM O (PaKTEe arpeCCUBHOTO MOBEACHUS B CETH.

MoOuabHbI# TeaepoH

CoBpemeHHbIE cMapT(OHBI U IUTAHIIETHI COJIEPKAT B ceOe BIOIHE CepbE3HBIN (DYHKIIMOHAT, U TETeph OHU
MOTYT KOHKYPHPOBATh CO CTAlIMOHAPHBIMHU KOMIIbIoTepamMu. OJHAKO, CPEICTB 3aILUTHI IS TO00HBIX
YCTPOUCTB II0OKa OYE€Hb MaJIO. TeCTUPOBAHUE U IIOUCK YSI3BUMOCTEW B HUX IIPOUCXOAUT HE TAK MHTEHCUBHO, KaK
st TIK, To ke camoe kacaeTcst U MOOMIIBHBIX MPHIOKEHHH.

CoBpeMeHHbIE MOOMIIBHBIE Opay3ephl YK€ IPAaKTUUYECKU JOTHAIN HACTOJIbHBIE aHAJIOTH, OTHAKO pacIIupeHue
(byHKIMOHATA BIICYET 32 CO00I OOMBIIYIO CIOKHOCTh U MEHBIIYIO 3aLIUIIEHHOCTb.

I[aHGKO HC BCC IMMPOU3BOAUTCIIU BBIITYCKAIOT OGHOBHGHI/IH, 3aKPbIBAOIIUC KPUTHYCCKUC YA3BUMOCTHU JIsI CBOUX
YCTPOMCTB.

OcHOBHBIE COBETHI 1151 6€30MaCHOCTH MOOMIIBHOTO TenedoHa!

1. Huuero He siBisieTcst MO-HacToALIeMy OecriaTHBIM. Byib ocToposkeH, Belib Koryia Tede npeiaraoT
OecrulaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO TUIATHBIE YCIIYTH;

2. lymaii, mpexJie ueM otnpaButh SMS, ¢oto nnu Buaeo. Thl TOUYHO 3HACIIB, 1€ OHU OYAyT B KOHEUHOM
utore?

3. Heo6xomumo 0OHOBIISATH ONEPAIIMOHHYIO CUCTEMY TBOETO cMapT(hOoHa;
4. Vcrionp3yii aHTUBHPYCHBIE TPOTPAMMBI JIJIsl MOOMIIBHBIX TeIe()OHOB;

5. He 3arpy:xaii IprIoKeHUsI OT HEM3BECTHOTO UCTOYHKKA, BE/Ib OHU MOTYT COJIEPKATh BPEIIOHOCHOE
porpaMMHOe 0OecrieueHue;

6. [Tocie Toro Kak ThI BBIMCIIB C caiiTa, I/1e BBOIHJI JINYHYIO HH(OpMAIHIo, 3aii11 B HACTPOMKH Opay3epa u
ynaiu Cookies;



7. Ileppoauuecku NpoBepsAl, Kakue MJIaTHBIE YCIYTM aKTUBUPOBAaHbI HA TBOEM HOMEDE;
8. laBaii cBOif HOMEep MOOMIIBHOTO Tese(hOHA TOIBKO JIFOJIIM, KOTOPBIX ThI 3HACIIH U KOMY JI0BEpSICIIIb;

9. Bluetooth momkeH OBITH BBIKIIIOYEH, KOTIa ThI KM HE MOJb3yenibes. He 3a0bIBait MHOTJa POBEPSTH ATO.

OHnyaliH-UTPbI

CoBpeMeHHbIE OHJIAWH-UTPBI — ATO KPACOYHBIE, 3aXBATHIBAIOIINE Pa3BICUEHUs, 0OBEAUHSIONINE COTHHU ThICIY
YeJIOBEK 110 BceMy MUpY. Irpoku HccieaytoT JaHHBIM UM MHp, 0OLIAIOTCS APYT C APYTOM, BBIITOTHSIIOT
3aJJaHusl, CPAXKAIOTCA C MOHCTPAMH U TOJIYYalOT OIBIT. 3 YOBOJIbCTBHE OHM IUIATAT. MOKYIAIOT JUCK,
OITAYMBAIOT A0OHEMEHT WM PUOOPETAIOT KAKHE-TO OILIUH.

Bce 31 cpeacTBa uayT Ha MoJ/Iep)KaHUE U Pa3BUTHE UI'PHI, @ TAK)KE HAa caMy 0€30I1acHOCTb:
COBEPIICHCTBYIOTCS CHCTEMbI aBTOPH3AIIUH, BBIITYCKAFOTCSl HOBBIC MaT4i (LU(PPOBBIC 3aIUIaTKH IS IIPOTPaMM),
3aKpBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOIIOGHBIX HUrpax CTOUT OMacaTbCA HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpPaK1 TBOCTO MTAapOJIs, Ha
KOTOPOM OCHOBAaHa CUCTEMa aBTOpHU3allun OOJIBIIIMHCTBA urp.

OCHOBHBIE COBETHI IO OE30MIACHOCTH TBOETO UTPOBOTO AKKAYHTA!
1. Ecnu npyroii urpok BeeT celds II0X0 WU co37aeT Te0e HeMPUATHOCTH, 3a0JI0KUPYH ero B CIIHCKE UTPOKOB;

2. [Toxaiyiicsa aAMUHUCTPATOPAM UTPHI HA TUIOXOE MMOBEICHUE 3TOTO UTPOKA, JKEIATEIbHO MPHIIOKUTh KaKHe-
TO J10Ka3aTeIbCTBA B BUJE CKPUHOB,

3. He yka3zbIBaii 1ruHyt0 HHGOpPMALKIO B TIpodaiise urpsl;
4. YBaxkail Ipyrux y4acTHUKOB 110 UIDE;

5. He ycranaBnuBaii HeopummaabHbie TATYA U MOJIBI;

6. Mcionb3yi ClIOKHBIE M pa3HbIe MTapOJIH;

7. Jlaxxe BO BpeMsl UTPbl HE CTOUT OTKJIFOYaTh aHTUBUPYC. I1oka Tl Urpaenib, TBOW KOMIIBIOTEP MOTYT
3apa3uTh.

OUIIMHT WIH Kpazka JUIHBbIX JaHHbIX

OObIuHOM Kpaskel JeHET U IOKyMEHTOB CETrOJIHS YK€ HUKOTO HE YAMBHIIb, HO C Pa3BUTUEM UHTEPHET-
TEXHOJIOTUH 3J7I0yMBIIUICHHUKHU TEPEMECTHIIICH B UHTEPHET, U MPOJOKAIOT 3aHUMATHCS «ITFOOUMBIM» JICIIOM.

Tak nmosiBUIIach HOBast yrpo3a: HHTEPHET-MOIICHHUYECTBA WK (DUIIHHT, TJIaBHAS IIeJTb KOTOPOTO COCTOUT B
MOJTy9eHUU KOH(UICHIIMATBLHBIX JAHHBIX MOJIb30BaTEeNe — JIOTUHOB U Tapojeil. Ha anriuiickom si3bike
phishing uuraercs kak ¢ummar (ot fishing — peiGHast moBIst, password — napouib).

OcHOBHBIE COBETHI IO OOpHOE ¢ HUITMHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu TBI MOZj03peBaetiib, YTO TBOSI aHKETa ObUIa B3JIOMaHa, TO HE00X0IUMO
3a0JIOKUPOBATh €€ M COOOIIUTH aJJMUHUCTPATOpaM pecypca 00 3TOM KaKk MOXKHO CKOpee;

2. Ucnonb3yii 6e30macHble BEO-CaiThI, B TOM YHCIIE, HHTEPHET-Mara3nHOB U MTOMCKOBBIX CHCTEM;

3. Mcnionb3yii croxHbIe U pa3Hble mapoiu. Takum o0pa3oM, eciau TeOsi B3IIOMAIOT, TO 3JI0yMbIIUICHHUKH
MOJTIyYaT JOCTYII TOJBKO K OTHOMY TBOEMY MPO(HIIO B CETH, @ HE KO BCEM;

4. Eciiu Te0s1 B3110MaIIH, TO HEOOXOJUMO MPEyNpPeIuTh BCEX CBOMX 3HAKOMBIX, KOTOPbIE 100aBJIEHBI y TeOS B
ApY3bsiX, O TOM, 4TO TeOs B3IOMAJIH U, BO3MOXKHO, OT TBOETO UIMEHHU OYAET pacchUIaThCs CIIaM M CCHUIKU Ha
(UIITMHTOBBIC CAUTHI;



5. YcranoBu HanexHbii mapois (PIN) Ha MOOMIBHBIN TenedoH;
6. OTKITI0YM COXpaHeHHUe mapois B Opaysepe;

7. He oTkpbIBaii (paidiabl v Apyrue BIOKEHUS B MUChMAX, TaXKe €CIIM OHH MPHIIUIA OT TBOUX Apy3eil. Jlydie
YTOYHHU Y HUX, OTHPABJISUTN JIU OHU TeOe 3TH (hailiibl.

IMudposas penyrauus

[Mudposas pemyTalysi — 3TO HETaTUBHAS WJIM MMO3UTUBHAsI HHpopManus B ceTu o Tebe. KommpomeTupyromas
uHpOpMalys, pa3MeIIeHHas B HHTEPHETE, MOXKET CEPbe3HbIM 00pa30M OTPa3UThCs Ha TBOCH peasbHOM JKU3HU.

«u¢posas pemyTanus» — 3T0 TBOM UMUK, KOTOPBIN popMupyeTcs U3 HH(pOopMaIK 0 TeOe B HHTEpHETE.

TBOE MeCTO KUTENBCTBA, yueObl, TBOE (PHHAHCOBOE MOJIOKEHNE, OCOOCHHOCTH XapaKTepa | PacCKasbl O
OM3KUX — BCE ATO HAKAIUTUBACTCS B CETH.

MHorue moJIpoCTKH JIETKOMBICIEHHO OTHOCSTCS K ITyOJMUKAIMK JTUYHONW MH(POPMALIMU B UHTEPHETE, He
MOHMMasi BO3MOXKHBIX ToceIcTBHMA. ThI Taxke HE CMOJKEIIb JI0TaaTbes O TOM, 4TO (oTorpadusi, pa3mMenieHHas
5 jer Ha3aj, cTaja NPUYMHON OTKa3a MPUHATH TeOs Ha paboTy.

Kommenrapuu, pazMerienue TBoux ¢pororpaduii 1 gpyrue AeUCTBUS MOTYT HE HCUE3HYTh JIaXe MOCe TOro,
KaK Thl UX yJaJIHIIb. Thl HE 3HACIIb, KTO COXPAHWI 3TY HHPOPMALIUIO, MOTajia U OHa B TOUCKOBBIE CHCTEMBI U
COXpaHWJIACh JIX OHA, a TJIaBHOE. YTO MOJYMAIOT O TeOe OKPYKAIOIIUE JIIOH, KOTOPbIE HAWIYT U YBHIAT 3TO.
Haiitu napopmannio MHOTO JIET CITyCTSI CMOKET JIF000i — Kak U3 J0OPBIX MOOYKICHUH, TaK U C HAMEPEHUEM
NPUYUHHUTE Bpel. DTO MOXKET ObITh KTO YTOIHO.

OcCHOBHBIE COBETHI IO 3aIIHUTE IIU(PPOBOI pemyTaIiH:
1. ITogymaii, mpexie 4eM 4To-To myOIMKOBaTh U NepeiaBaTh y ceOs B 6JI0Te UM B COLMAIBHOM CeTH;

2. B HacTpoiikax npoQuis ycTaHOBH OrpaHUYEHHs Ha IPOCMOTP TBOETO NMPOGUIISL U €ro COAEPKUMOro, ceai
€r0 TOJIBKO «JUISl IpY3ei»;

3. He pa3memaii u He yka3biBail HHQOpMAIIHIO, KOTOPask MOKET KOT0-THO0 OCKOPOIATH UM 0OMXKATh.

ABTOpCKOE NIPABO

CoBpeMeHHbIE IIKOJFHIUKH — aKTUBHBIE T0JIb30BaTENH IIU(PPOBOro npocrpancTsa. OQHAKO 1ajIeKo HE BCe
3HAIOT, YTO MOJb30BaHNE MHOTUMH BO3MOKHOCTSMH 1M (PPOBOTrO Mupa TpedyeT COOI0ICHUs TIpaB Ha
MHTEJUIEKTYyalIbHYI0 COOCTBEHHOCTb.

TepMuH «MHTEIEKTya IbHAsE COOCTBEHHOCTH» OTHOCUTCS K Pa3IMYHBIM TBOPEHUSM YEJIOBEYECKOTO YMa,
HaYMHAas C HOBBIX M300pPETEHUH U 3HAKOB, 0003HAYAIOMINX COOCTBEHHOCTh HA POIYKTHI M YCIIYTH, U
3aKaH4YMBast KHUramu, pororpadgusiMu, KWHOGUIbMaMHU U MY3bIKaJIbHBIMH MTPOU3BEICHUSIMU.

ABTOpCKHE MpaBa — 3TO MpaBa HA UHTEIUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHUS HAYKH, JINTEPATYPbI
U HCKyCCTBa. ABTOPCKHME ITPaBa BHICTYMAIOT B KAYECTBE FAPAHTUH TOTO, YTO WHTEIUICKTYJIbHBII/ TBOPUYECKUI
TPYA aBTOpa He OyJeT HalpacHbIM, JJaCT €My CIIpaBeAIUBbIC BO3SMOKHOCTH 3apadoTaTh HA Pe3ysIbTaTax CBOETO
TpyAa, HOTYYUTh U3BECTHOCTH U Npu3HaHue. HukTo 6e3 pa3pemieHus aBTopa He MOXKET BOCIIPOU3BOIUTH €T0
MIPOM3BEJICHNE, PACTIPOCTPAHSATH, MyOIMYHO JEMOHCTPUPOBATH, IPOAaBaTh, IMIIOPTUPOBATh, ITyCKaTh B
NPOKaT, IMyOJIMYHO UCIOIHATH, TOKa3bIBATH/UCIIONHATE B 3(Hpe WK pa3MeraTs B IHTepHeTe.

Vcnonp30BaHue «ITUPATCKOT0» MPOrPaMMHOI0 00ECIIEUeHUSI MOXKET MPUBECTH K MHOTUM PUCKaM: OT MOTEPH
JTAHHBIX K TBOUM aKKayHTaM JI0 OJIOKUPOBKHU TBOETO YCTPOMCTBA, IJIe yCTAaHOBJICHA HEJleraibHas MporpaMma.
He crout Takxe 3a0bIBaTh, YTO CYIIECTBYIOT JI€TaJbHbIE U OECIIaTHBIE TPOTPaMMBbI, KOTOPBIE MOXXKHO HAlUTH B
CETH.



